RASANTE: Privacy Review




Introduction

* As part of Asante’s commitment to maintaining the confidentiality and
security of the patient information we maintain, we require all AsanteLINK
users to review and attest to understanding the following brief training
regarding the appropriate use of protected health information (PHI) made
available via AsanteLINK.

* This training covers both the permissible use of PHIl under state and federal
laws, including HIPAA, and specific provisions of the Data Access and Use
agreement (DAU) between Asante and your organization.

* After completing this training, you will be asked to sign a Confidentiality and
Security Agreement (CSA), attesting to your understanding of, and
agreement to abide by, the key provisions of the DAU.
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Your Obligations

As a user of the AsanteLINK, you agree to:

* Unless otherwise permitted by the terms of the DAU with Asante, ONLY access information for the Intended
Uses of providing treatment, payment or healthcare operations activities as these terms are defined under
HIPAA;

* Never access PHI out of curiosity, concern, or at the request of an individual that you are not providing
healthcare services;

* Access the minimum amount of Required Data needed to accomplish your intended purpose, unless an
exception to HIPAA’'s minimum necessary standard applies (e.g., for treatment purposes);

* Use AsanteLINK access only as needed for your current job function(s)

* Never access your own record or those of any family members for whom you don’t have a direct
patient care relationship;

* Never share your user ID or password; deploy a strong phrase of at least 16 characters;
* Notuse or disclose any patient information except as permitted or required by law;

* Promptly notify the Asante ITS Service Desk if your job duties change and you no longer need access to
LINK; and

* Promptly notify Asante ITS Service Desk if you become aware of any misuse.
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Your Obligations - Safeguards

As a user of AsanteLINK, you agree to take reasonable and

appropriate steps to protect confidential patient information,
including:

* Shredding printed AsanteLINK documents when they are no longer needed
for patient care

* Logging out of AsanteLINK each time you walk away from your workstation
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Privacy Monitoring

* Asante uses Al-powered software to monitor access to patient
records for appropriateness. Tools for monitoring or observation
of computer user activities may be used with or without prior
notification.

* If any inappropriate access is identified, your access to
AsanteLINK may be revoked. Decisions to terminate a user’s
access will be made at Asante’s sole discretion.
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Minimum Necessary Information

* The Minimum Necessary Standard requires covered entities like
Asante to limit the use, disclosure, or requests of patient
iInformation (PHI) to the minimum needed to accomplish the
iIntended purpose. In other words, only access or share whatis
necessary for your specific job duties.

* This rule does not apply to treatment or disclosures to the
patient (or with their authorization). However, even for

treatment, PHI use should be appropriate and tied to an active
treatment relationship.
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Your Obligations - Reporting

* As a user of AsanteLINK, you agree to promptly report any use or disclosure
of confidential patient information in violation of your signed agreement.

* These uses or disclosures must be reported to the Asante ITS Service Desk at
541-789-4141.

MASANTE



Fines & Criminal Penalties

The U.S. Department of Justice prosecutes criminal cases and
may impose criminal penalties on individuals:

* Up to $50,000 in fines and 1 year in prison for knowingly obtaining or
disclosing PHI in violation of the privacy regulations

 Upto $100,000in fines and 5 years in prison for false pretenses

* Upto $250,000in fines and 10 years in prison with intent to sell, transfer,
or use PHI for commercial advantage, personal gain, or malicious harm
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Policy and Agreement

Please visit Asante.org for copies of the following:

* Confidentiality Security Agreement

* AsanteLINK Confidentiality Standards and Sanctions
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https://www.asante.org/accessportal/asantelink-for-a-clinic-or-medical-office/

Questions

If you have questions about the terms of the DAU or content of this
training, please contact your site administrator. They will be able
to clarify with the appropriate contact at Asante as needed.
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Thank you!
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